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Abstract

Understanding Risk represents the first step in the development of preparedness, re-
silience and mitigation strategies for governmental and non-governmental organisations.
Building a common basis, in such a multidisciplinary context, becomes more and
more a necessity because it helps us focus on the true nature of risk and not only on
individual or circumstantial aspects which compose it. Starting from this perspective
it is mandatory to continuously improve risk approaches and methodologies in our
modern and fast changing society.

The aim of this work is to provide a new Risk Analysis terminology-based framework
and then introduce the MHR-RFB approach (Mixed Holistic Reductionist - Rational
Fuzzy Bayesian) to model complex scenarios in highly interdependent systems. Subse-
quently an agent-based simulation software (CISIApro) is presented as a tool capable
of implementing the MHR-RBF approach and promote a new Dynamic Risk Analysis
(DRA).

Thanks to the DRA it is possible to create a new generation of on-line tools able
to dynamically assess the risk and supply an effective Decision Support System (DSS).
In the second part of this work are proposed some applications of these strategies, in
different critical contexts, to demonstrate how it is possible to convert risk data in a

powerful source of information and use it to protect our contemporary society.
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Chapter 1

Understanding Risk

The deeper we get into Risk Analysis issues, the more we begin to understand that a
lot of terminology inaccuracies are commonly adopted. In meetings where people have
heterogeneous backgrounds, it can happen to discuss for hours about risk methodologies
mistakenly adopting common de nitions without realising it. Since it may lead to
confusion it is a mandatory step to build a common terminology basis before approaching
topics related Risk Analysis.

Several agencies and national bodies have perceived the same need, as well as
UNISDR (The United Nation O ce for Disaster Risk Reduction) that starting from
July 2002 (and then in 2004, 2005 and 2009]] has proposed a set of basic terms used
for the Disaster Risk Reduction. Subsequently, in August 2015, the same agency, has
supervised a technical review in order to update such terminology [3]. This attention
attests the high topic sensitivity showing just how it is important to de ne a common
vocabulary.

Risk scenarios are so complex and composed of various facets that is very di cult to
provide a comprehensive model for all of them in a unique " nal truth’. Risk evolves as
fast as modern society and its public perceptions, that are product of economic interests,

re ect a speci c cultural heritage often linked to the territory. Sometimes disagreement



and mistrust lead to better ideas but to prevent debates, which could exacerbate
divergences and compromise risk management strategies and decision processes, it is
important to understand inherent nature of the risk and how it evolves over time.

The main aim of this section is to take a step back examining the meaning behind
the most popular terms used in the risk analysis discipline, sometimes even stressing
their de nitions. Its ambition is to provide a valid contribution in shaping a useful
practice for risk experts, especially when dealing with highly interdependent systems.

Not carrying out this step would mean not to clearly de ne the meaning and the

scope of proposed methodologies and tools.
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1.1 Risk

It is interesting to see how risk perception has always been part of people's life and how
it has been historically interpreted. The Oxford English Dictionary cites the earliest
use of the word in English (from French ‘risque' danger or inconvenience, predictable
or otherwise) as of 1578 in Middle French as a feminine noun, in 1633 as a masculine

noun, in 1690 as a legal term and spelled as risk from 1655. It de nes risk as:

Risk  (Exposure to) the possibility of loss, injury, or other adverse or unwelcome

circumstance; a chance or situation involving such a possibility.
[The Oxford English Dictionary ]

In this rst de nition we can see how the Risk' was perceived as anexposuréto
possible loss or damages in unpredictable circumstances. As we will see this perception
will evolve into something more complex and punctually identi able.

It is undisputed that there is no agreement on nal de nition of Risk. This is
because when we speak about Risk is important to consider the social contexts in
which risk arises and the perception of risk by the involvedactors. As pointed out in

Terje (2009) [4], Risk term can be divided into two main categories:

1) Risk expressed as probabilities and expected values

Risk equals the expected loss [5] X

Risk equals the expected disutility [6] ;

Risk is the probability of an adverse outcome [7]

Risk is a measure of the probability and severity of adverse effects | 8l;

risk is the combination of probability of an event and its consequences | 9;
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2) Risk expressed as events, consequences and uncertainties

Risk is defined as a set of scenarios s;, each of which has probability pi

and a consequence ¢ [10];

Risk is equal to the two-dimensional combination of events/consequences
and associated uncertainties (will the events occur, what will be the

consequences) [11] ;
Risk refers to uncertainty of outcome, of actions and events [12] ;

Risk is a situation or event where something of human value (including

human themselves) is at stake and where the outcome is uncertain [13] ;

Risk is an uncertain consequence of an event or an activity with respect

to something that humans value [14]

One of the most recognised de nition of risk can be taken bf5O 31000:2009 [15].
The main scope oflISO 31000 is to provides principles and generic guidelines on
risk management. Such international standard is associated with a new de nitions

vocabulary ISO Guide 73:2009[16].

Risk is the e ect of uncertainty on objectives.
[ISO/FDIS 31000:2009(E) ]

Following Risk de nition, ve note are underlined:

1. An effect is a deviation from the expected - positive and/or negative ;
2. Objective can have different aspects and can apply at different levels ;

3. Risk is often characterized by reference to potential events and conse-

guences, or a combination of these ;

4. Risk is often expressed in terms of a combination of the consequences of

an event and the associated likelihood ;
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5. Uncertainty is the state, even partial, of deficiency of information
related to, understanding or knowledge of an event, its consequence,

or likelihood.
[ISO Guide 73:2009 ]

All Risk de nitions in literature can co-exist because whildSO 31000 de ne risk
from a generic point of view, ingoal-orientedterms, other de nitions are usually de ned
in event-orientedterms.

Please note that the English termLikelihood, as mentioned in 1ISO Guide 73:2009,
is used to refer to the chance of something happeningnd does not have a direct
equivalent in some languages, resulting maybe misleading for not English native
speaking. The termlikelihood provides a guess at the odds of something happening
not backed up by quanti able factas opposed to Probability that is often expressed as

measure of the likelihood an event will occuf[ 17]). Indeed, Mathematical meaning

of Probability and Likelihood are di erent starting with the fact that Probability is a
“quanti able' measure. For this reason, de nitions, often found in literature (i.e. SRA
Glossary), which pose an equivalence between these term can be reviewed in this optic.

Approaching the meaning of 'likelihood' to the concept ofthe possibility of
something may happerenables to introduce di erent mathematical frameworks with
respect to common probability use.

For instance, introducing Fuzzy Theory as proposed irlf], to model humans granu-
late information and reason, allows introduction of set-theoretic deduction mechanisms,
through domain experts interviews, bypassing problems inherent to reach historical
data on new or less known assets. But this could be just one of many mathematical
techniques which could be used to overcame the limitations linked to consistency of
produced risk-oriented data.

Concluding, Likelihood, could also be expressed as an inexact, qualitative statement

of how one assesses probability.
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Likekihood represents the possibility that a given event will occur.

Likelihood could be also expressed as an inexact, qualitative statement of how one
assesses probability.

Due to the numerous de nitions, that it is possible to nd in literature, it is easy
to get confused and think that a Risk Index is a numerical probability or that it is
plausible to apply the mathematical framework of the well-known statistical analysis
to it. Therefore it is necessary to clarify that, although some of these concepts might
be used to comprehend the meaning of this valu®isk is not a mathematical
probability but a metric, an index with a high information content, able to get a
‘sensitivity' or a ‘measure of how we are exposed to certain evens occurrence and what
might be their impact and consequences. It is a common practice to de ne a measure

of Risk as:

Risk = Probability (of Occurrence) Impact (of Risk)

This formula suggests a functional relationship betweeRisk Occurrence and its
presumablelmpact but it has not a solid mathematical foundation since it brakes
Probability Theory and inductive logic axioms (in other words, it makes no sense!). It
would be more appropriate to rewrite the formula as a generic function of its main
terms, R = f (P; 1), simply stating a correlation betweenrRisk Probability and Impact.
This correlation can be then di erently formalised based on speci ¢ methodologies.
An example of that is theP-I Table framework which o ers a classi cation for risk
ranking. With the P-lI Table a Risk Scorematrix is built where higher values are
associated to greater levels of risk. Following this technique, tHgeverity term is

de ned considering a single type of impact:

Severity = Probability + Impact.
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Severity scores are then used to determine the most important risks, enabling man-
agement bodies to focus resources consistently in order to reduce or eliminate them.
This shows that it is more e ective to use risk expressioR = P | as a starting point
towards building a risk methodology rather then strictly applying it.

In February 2007, CRS (Congress Research Service) released the report RL33Bg83 [
The Department of Homeland Security's Risk Assessment Methodology: Evolution,
Issues, and Options for Congress As we know, DHS represents one of the most
important reference in the Risk Analysis eld due to the sensibility and investments of
USA government about Risk Terrorist Attack prevention and mitigation. This report
presents the evolution of Risk Assessment Methodologies tracking major milestone

events in USA Homeland Security contexts and Fiscal Years (FY).

A Fiscal Year (FY) is a period that a company or government uses for accounting
purposes and preparing nancial statements. A scal year may not be the same as
a calendar year, and for tax purposes, the Internal Revenue Service (IRS) allows

companies to be either calendar-year taxpayers or scal-year taxpayers.

[FY Definition | Investopedia.com ]

Risk formulas, evolution and rami cations, are utilised to allocate homeland security

grant founds. Three main stages have been identi ed [19]:

Stage | - from FY2001 to FY2003

The Department of Justice(DOJ) and Department of Homeland SecuritfDHS) where
respectively responsible for risk assessment guidelines de nitions during FY2001 and

from FY2002 to FY2003.

Risk = Population
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Stage Il - from FY2004 to FY2005

In this period risk as probability was not considered in Risk Assessment process. On
the other hand Population Density, Critical Infrastructure and Threat were included

using the additive formula bellow:

Risk = Threat + Critical Infrastructure + Population D ensity

Stage Il - from FY2006 to Today

Probability was introduced and for the rst time DHS risk assessment was focused
on both assets and geographic areas. Risk expression have sustained some important
considerations turning it into the well-known formula which takes into accounthreat to

a target/area, multiplied by Vulnerability of the target/area, multiplied by Consequence

of an attack on that target/area.
Risk = Threat V ulnerability Consequence
Taking decision with this formula means, for instance:

Risk can either be accepted or ignored : in all those situations where
Consequenceare insigni cant, even when Threat and Vulnerabilities are high

(i.e. adequate levels of protection are not reached);

Mitigation or Reaction strategies are adopted . for instance, in case of
signi cant Vulnerabilities, which could be triggered by a high level of Threat, in

a situation where possible consequences are severe.
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As regards the associated formula weight, in FY2007 DHS specify elements and sub-

elements as follows:

" Threat Index [20%]

Vulnerability & Consequence [80%]

Population Index [40%]
National Infrastructure Index [15%]
Economic Index [20%]

National Security Index [5%]

To avoid further confusion it is important to understand that the DHS's Risk
Formula, with its assigned weights, is also used to distribute funds to USA state
and local communities. Although it is important to be focused on the government's
risk perceptions and its priorities, design e cient solutions to prevent and mitigate
risks, is a totally di erent process. In fact, the International Standard Organisation
itself, in the 1ISO 31000:2009, claims that it does not have the intent to promote
a unique Risk framework, across di erent organisations; it recommends instead to
approach risk management and its application taking into account the speci ¢ needs of
each organisation, its objectives, context, structure, operations, processes, functions,
projects, products, services, assets and so on. That is to say, that it is mandatory
to correctly interpret, in a certain context, the DHS's Risk Formula without blindly
applying it to di erent contexts. Strictly using Risk formula may limit the perception
of risk in some critical situations in which risk analysis involves highly interdependent
systems a ected by possible cascading e ects. Due to the di erent needs in such a
multidisciplinary area, after this risk formula, a considerable number of variations and

interpretations were proposed but they all revolve around the same concepts.
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The following sections identify and de ne the main steps proposed in this approach,
explaining the meaning of the involved risk terms and collocating them in an iterative
dynamic process (Fig. 1.3). Such a logical process, due to its iterative nature, is
particularly suitable in highly interdependent contexts where an appreciable number
of (inter)dependencies can model a really complex reality di cult to analyse with

common risk frameworks.

1.2 Asset [Identi cation]

When we start with any Risk Analysis approach, it is unquestionable that, the rst
problem concerns the capability to understand what the mostsensiblé aspects of
an organisation are. This not only means to consider all theéangible aspects of
an organisation but, in the same way, to take into account aspects like knowledge,
know-how, intellectual property, brand, political clout and all its intangible assets.
Hence, intangible assets exist in opposition to tangible ones which represent strategical
non-physical characteristics of an analysed organisation.

Typically an organisation distinguish short-term assets from long-term resources.
Being the rst type linked to a short-term nancial concept (1 year) the long one are
the most signi cant for the stability and continuity of an organisation. Borrowing a

good asset de nition, it can be said that:

Asset  People, property, and information. People may include employees and cus-
tomers along with other invited persons such as contractors or guests. Property assets
consist of both tangible and intangible items that can be assigned a value. Intangi-
ble assets include reputation and proprietary information. Information may include

databases, software code, critical company records, and many other intangible items.

[www.threatanalysis.com ]
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Asset Identi cation phase could be a high sensible step due to a possible wrong
coarse level of granularity assigned to a speci ¢ analysed asset. Consequently, such a
wrong practice might causes inappropriate risk identi cation associated to particular
elements.

Because of their nature, in most cases, assets are mutually interdependent due
to their proximity and their interactions. Therefore, it is crucial understand what
are the assets which can trigger dangerous domino e ects in a highly interdependent
context. Correctly identify this aspect it is what that could di erentiate a proper
analysis process from a wrong one.

Using a criteria which takes into account combination of asset health and criticality
could help Risk Management to prioritise and de ne speci ¢ risk assessment process

as outlined in Transpower Criticality Framework (2013).

1.3 Hazards [Analysis]

Once that tangible and intangible assets, of an organisation, are identi ed it is possible
to proceed to aHazards Analysisprocess considering possible losses or damages. In

the Risk Assessmentontext an hazard is de ned as:

Hazard A potential damaging physical event, phenomenon or human activity that
may cause the loss of life or injury, property damage, social and economic distruption

or environmental degradation.
[UNISDR 2004 ]

in other words:

Hazard Is the source of a danger which can cause an asset loss or destruction.
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CommonHazardsare usually grouped by Natural, Social, Organizational, Thecnological

and Behavioral hazards [20] such as:

Fires [Natural] Dam failures [Technological]

Floods [Natural] " Hazardous materials [Technological]

Earthquakes [Natural] " Nuclear accidents [Technological]

Tomados [Natural] " Power failures [Technological]

Tsunamis [Natural ) )
[ ] " TELCO failures [Technological]

Lightning [Natural]
Gas & Oil distr. failures [Technological]

" War [Social]
Water distr. failures [Technological]
Sabotage [Social]

_ _ Transportations block [Technological]
Terrorism [Social]

: . : Industrial accidents [Technological
Communicable disease [Social] [ gicall

National security hazards [Social] Bad habits [Behavioural]

Long working hours [Organizational] " Drug and alcohol abuse [Behavioural]

Inadequate competence[Organizational] =~ Environmental changes [Behavioural]

An Hazard of natural or human origin, incorporating latent conditions, can turn into
future Threat. It represents, not a speci c event but, a prerequisite for the occurrence
of a dangerous situation . Another important point, concerning the Hazards Analysis is
to consider not only the actual condition of an asset but all its di erent life stages such as:
Maintenance, Decommissioning and so on. In conclusion, the main objective of ldazards
Analysis process is to identify all potential hazards into the considered environment starting

from a coherent Assets Identi cation .

1.4 Threat & Threat Actor [Analysis/Identi cation]

Occasionally, termsHazard and Threat are overlapped but it must be made a substantial

di erentiation between them:
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While Hazard represent the possiblgisk source (origin of danger), Threat expresses what

which triggers Vulnerability

It should be noted that where there is anHazard we may or may not bevulnerableto it. For

example, people contract BCE - Bovine Spongiform Encephalopathy lazard):
You have a meaty diet then you are vulnerableto BCE;
You are vegan then you are not-vulnerable to BCE.

Generally we can nd the word Threat de ned as:

Threat  The likelihood of an attack occurring.
[CRS RL33858 ]

Threat Anything that can exploit a vulnerability, intentionally or accidentally, and obtain,

damage, or destroy an asset.

[www.threatanalysis.com ]

In some cases, reference is made to the dependency of two factolstént' and “capability’.

The function:
f (Intent  Capability)

refers to the enemy's capability and intent to conduct attacks on a well-de ned target/area. To
develop a heightened sensitivity to theThreat term, from the point of view of its intentionally

or unintentionally, a more complete de nition could be:

Threat Is a negative event which can cause an undesired or unexpected outcome, such as
damage to, or loss of, an asset. It can become more dangerous due to a system vulnerability,

use a vulnerability into a system or create new vulnerabilities in one or more interconnected

systems.
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in other words:

Threat Is anything that might exploit a vulnerability.

Usually, the term Threat is indistinctly used to indicate both Attack and Threat Actor,

and often to de ne a Danger. Some examples of Threats are:

A re starts in a near forest [Geographical |;

A ood aects your headquarters [Geographical ;

An operator accidentally turn o a SCADA component [ Physical ];

A Terrorist beginsto buy suspicious material to create a bomb Physical ]

A Cybercriminal undertake initiatives in order to steal sensitive data Cyber ];
A foreign government attempt to compromise national cyberspaceQyber |;

An employeetry to sell organization secrets to a prowler [ogical ].

De ning a Threat consequently helps in identifying the Threat Actor :

Threat Actor Is a person, entity, natural event or organization which could be leading

case of the given scenario.

Obviously, the de nition makes more sense when we refer to human-driven scenarios
rather then natural disasters like ood, re or earthquake. Also Threat Actors, as well
as the nature of a threat, can be divided into two di erent categories: intentionally and
unintentionally.

Common Threat Actors could be:

Terrorists; ~ Business-oriented attackers;
Hacktivists; ~ Casual attackers;

Cybercriminals; ~ Unreliable insider;
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Corrupted people; " Governments/Nation States;
Malicious (generally); " Nature;
Careless operators; " Unpredictable actors (Alien invasion!).

1.5 Wulnerability [Assessment]

Even for this term, there are a certain number of interpretations available in literature.
This is because such word refers, sometimes, to “possible' exploitabléreat or to “well-
known' Assetsweaknesses. In this same vein, we notice that there could be “chronological’
identi cation issues (with reference to past, future or present) to correctly assess vulnerability.
Often, to such term, are associated conditions determined by physical, economical, social
and environmental factors. Due to the di culties to identify vulnerability measures, across

di erent areas, in some reading, we nd Vulnerability and Consequencesvaluated as single
variable (V&C). Another confusion usually arises over Vulnerability and Exposure In the
Exposure paragraph we will try to clarify this aspect. Following some commonly agreed

de nitions of Vulnerability :

1) Vulnerability Any weakness in an asset's or infrastructure's design, implementation,
or operation that can be exploited by an adversary. Such weaknesses can occur in building
characteristics, equipment properties, personnel behaviour, locations of people, equipment and
buildings, or operational and personnel practices.

[RAMCAP ™ Framework 2006 ]

2)Vulnerability The conditions determined by physical, social, economical factor or process,
which increase the susceptibility of a community to the impact of hazards

[UNISDR 2009 ]




1.5 Vulnerability [Assessment] 17

3)Vulnerability The existence of a weakness, design, or implementation error that can
lead to an unexpected, undesirable event compromising the security of the computer system,

network, application, or protocol involved.

[ITSEC ]

All three examples have some limitations in their interpretations. Although the rst one
is a good de nition, linking Vulnerability only to intentionally of an attacker could be a
misleading understatement while the second de nition sounds synthetic and unclear. The
last one, instead, is restricted to the IT context. Taking into account already de ned terms

(and other ones that we will de ne later) we can state that:

Vulnerability Is a latent weakness of an asset (or a group of assets), that can be exploited
by one or more "Threat Actors", increasing sensitivity to the "Consequence" of "Hazards".

The weaknesses may be physical, technical, operational, and organizational

Vulnerability Analysis and Assessmentdisciplines represent a fundamental part of Risk
Management because they o er a comprehensive overview about the actual scenario. They
are also good indicators which exprestow well we are managing risksBasically we take
what was identi ed during information gathering and determine the current exposure of our
systems to speci ¢ vulnerabilities.

Assess vulnerabilities requires an extensive sectorial/domain knowledge and expertise,
across di erent context in order to deeply understand how components, factors and pro-
cesses may interact with each other producing complex cascading e ects. Many of these
vulnerabilities are the result of ine cient security governance, wrong strategies or inadequate

architectures. Below, some example o¥ulnerabilities :

A~ ~

A weakness in a rewall; Sensors or actuators faults;
Bad maintenance management; " Inadequate architecture;

Lack of security; " Clumsy operators;
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Inadequate personnel, Remote access;

Approximative system design; Hazardous materials;
Security policies; Geographical location;

Wrong procedures; Old structures.

1.6 Impact & Consequences [Assessment]

It was chosen to group this two terms in a single paragraph becausknpact and Consequencg
fundamentally, express the same concept. Starting from the analysis of "consistent' historical
data, impact assessment criteria may include all the consequences with respect to assets and
people regarding: physical, nancial, reputation, regulatory and environmental conditions.
The well-known risk formula is an example considering the wide variety of its versions where
both terminologies are indistinctly adopted.

Reading ISO 31000:2009[15] guidelines, we simply de neConsequenceas:

Consequence  Outcome of an event a ecting objectives.
[ISO/FDIS 31000:2009(E) 1]

where Event ' means 'occurrence or change of a particular set of circumstances Then, in
ISO Guide 73:2009 [16], four note are underlined:
1. An event can lead to a range of consequence ;

2. A consequence can be certain or uncertain and can have positive or

negative effects on objectives ;
3. Consequences can be expressed qualitatively or quantitatively ;

4. Initial consequences can escalate through knock-on effects

[ISO Guide 73:2009 ]
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Other interesting de nition are provided by the RAMPCAP framework:

Consequence  The outcome of an event occurrence, including immediate, short- and
long-term, direct and indirect losses and e ects. Loss may include human casualties,
monetary and economic damages, and environmental impact, and may also include
less tangible and therefore less quanti able e ects, including political rami cations,

decreased morale, reductions in operational e ectiveness, or other impacts.
[RAMCAP ™ Framework 2006 |

An Impact Assessmenfprocess is a methodology used to determine probabilities or
estimate the consequences magnitude of an event outcome. The results of such process
are then used to prioritise decisions and managing criticality. Potential damages caused
by some speci c events may have dimensions and repercussions at di erent levels. For
this reasons it could be useful to make a little di erentiation betweerimpact and
Consequencestressing' their concepts.

For instance, considering an organisation composed by several departments (Fig. 1.1),

when a strategical sector is a ected by a loss, we could say that:

There is an Impact in the strategic sector;

There will be Consequences$or the organisation.

We have two di erent aspects to consider. The rst one is strictly correlated to
the possible damages timing becaus$mpact may cause abrupt' losses, while, when
we analyse possibl€onsequencesve deal with incipient’ losses with e ect on several
“dimensions’ In fact, while in animpact we look at apunctual asset loss (strategical
sector), with Consequencesve take into account repercussions at the Organisation

level.
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Figure 1.1 Impact vs Consequences vs Exposure propagation.

1.7 EXposure [Assessment]

Frequently, Exposurewith Vulnerability or Exposurewith Consequenceare confused
and sometime used as synonyms. It should be noted that there is a slight di erence
between those terms.

In accordance with Exposure and Vulnerability UNISDR Working Groupshort
note" [21] it is important to understand conceptual di erences between this two
terminologies in order to improve our comprehension about risk nature. Sor&&posure

de nition are:

Exposure  The people, property, systems, or other elements present in hazard zones

that are thereby subject to potential losses.
[UNISDR 2009 ]

Exposure  The potential loss to an area due to occurrence of an adverse event.
[ISACA ]
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Both de nition are, markedly, characterised by a “physical’ proximity concept.
Although this is correct, it could be limiting when we refer to an economical, social,
organisational, logical or cyber fault propagation of risk. For instance, such de nitions,

would not be valid if we say:

A computer network security vulnerability could exposethe bank to economical

losses [from cyber to economicall;

A control fault ( vulnerability) in the SCADA could exposeour system to cyber

attacks [from logical to cyber];

High tax burdens in a nancially unstable company yulnerability) would expose

it to a possible bankruptcy [from socio-political to economical].

Referring to an hypothetical interdependencies model, we can easily understand how
the cascading e ects due to events propagation, involves "near entities' to particular
risk exposureconditions. Moreover, linking di erent "domains' makes it possible to
spread newvulnerabilities towards speci ¢ assetsand consequentlyexposethem to

future losses. Hence, we can de nexposureas:

Exposure Is a condition that could cause future loss (or losses) which are the result

of activity, occurrence or their propagation.
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1.8 Summary

We have gone through the common terminology used in Risk Analysis and Assessment
frameworks, trying to clarify, and where possible di erentiate, interpretations by
the adoption of speci c terms. This is not intended to be a purely formal exercise
but to help punctually recognise di erent aspect ofRisk. Making this initial e ort
facilitate the production of consistent risk models (as accurate re ections of reality)
and appropriate decisions making systems capable to reduce or mitigate risks in speci c

critical situations.

Figure 1.2 Spreading infection: a risk example.

In order to logically collocate all terms used so far, it is possible to propose, as a
mental exercise, an out of context example. Imaging to stay within a crowded public

place, analysing a simple situation like a common cold di usion, we may say that:
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- Scenario : A crowded public place;

- Exposure (su ered): Being in a public place;

- Asset : Our body;

- Hazard : The common cold;

- Threat : Sneezing of a cooled person;

- Threat Actor : The cooled person;

- Vulnerability : Low immune defences;

- Impact : Physical problem caused by the infection;

- Consequence : Propagation to a higher (social) dimension;

- Exposure (induced): Spreading infection to nearby people.

The example above also emphasises a dual nature which can be assigndfxposure

interpretations in a given scenario. It is directly connected to complex and highly

interdependent systems. Therefore, if the “current’ analysed asset ers an exposition,
due to a previous malicious propagation, it is a di erent condition than arinduced
exposure due to being the main propagation cause.

Considering now a highly interdependent context in which risk propagation spans

di erent organisational layers we can identify two kind of situations (see Fig. 1.1):

Horizontal propagation : risk exposure propagation occurs between punctually

identi ed assets (more related to a reductionist representation);

Vertical propagation : occurs when a risk impact propagation evolves in risk
consequences at a global level (spreading from a reductionist dimension to a more

holistic point of view).
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Figure 1.3 A Risk Analysis process.
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1.9 Chapter Conclusions

Proposed Risk Assessment framework is nothing more than a simpli ed process where
it is essential deeply understand well-known risk terminology. Adopting the proposed
sequential logic schema (see Fig. 1.3) shall make available an iterative methodology able
to assess the risk through an ordered sequence of steps which consider also strategical
assets proximity. Furthermore, allowing an integration of cascading e ect mechanisms
and propagation simulation engines we can create e cient online tools able to asses a
dynamic risk evaluation in complex highly interdependent scenarios.

Although, classic risk techniques are an important plank for our society these
considerations mean that the continuous improvements of emerging technologies (i.e.
5G architectures) increasing their complexity, push towards including a new kind of
Informed Dynamic Risk Assessment (IDRA) in parallel with classic Risk Assessment
and Management approach. Adopt an online IDRA systems is mandatory in order to
maintain high level of Business Continuity (BC), unexpected events preparedness and
Quiality of provided Services (QoS) considering that a risk measure may change over
time and is conditioned by the state of “in uencer' assets proximity.

The aim of this chapter is to provide a common terminology basis clarifying the
fundamental principles of such a discipline. Although it might seem redundant, it gives
us the opportunity to have a unique “universal language' in multi-domain contexts.
There are a number of techniques used to identify, assess and manage the risks. This
part of the Risk Analysis continuously promotes a constructive discussion around the
most sensitive areas of governmental and non-governmental organisations. It represents
the rst element of a chain which has as its main aim the protection of strategical
assets of an organisation together with the safeguarding of provided services, their

sustainability and continuity over time.






Chapter 2

Mixed Holistic Reductionistic -
Rational Fuzzy Bayesian

(MHR-RFB)

Adopting a Mixed Holistic Reductionist approach means have a methodology able to
provides a de ned set of tools for modelling the real complexity in highly interdependent
systems compared to a required abstraction level and the available information. To
complete this already e ective approach, in this work, are proposed some improvements
both for better understand modelled elements and for concomitantly use di erent
mathematical framework at the same time (not mixing them but using them together!).
This makes possible exploit data and information of di erent nature and fuse it in a
unique framework producing an Informed Dynamic Risk AnalysidIDRA ) tool. While
the rst three letters MHR express the capability to model di erent granularities'
(abstraction levels) in a same model, the next three lettelRFB reveal the possibility
to exploit information de ned by "numbers of di erent nature representing di erent

behaviours in a same model. With the MHR-RFB it is proposed a functional approach
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oriented to the Risk Assessment discipline with a high informational content both from

an academic and didactic perspective.

2.1 Dependencies, Interdependencies and Complex
Systems

Considering infrastructures as isolatedcathedrals in the desettis a nasty simpli cation
which does not objectively express hidden nuances of the reality and therefore does
not consider complex iterations such as organizational, geographical, virtual, socio-
economical, socio-political and so forth. Indeed, not taking into account this ‘reality’
means not having the capability to 'detect’ unpredictable behaviours due to the analysis
of a single isolated part of a global framework.

As we can image Infrastructures a ects every day our social sphere in uencing our
perception about quality of life. In this sphere we could consider services like electric,
water, gas, telecommunication, transportation, agriculture, nancial, economical po-
litical, government administrations and all that are part of the national population
well-being. In order to express theconnection degreésamong infrastructure, ClI
community started working to understand how the most 'centrics' infrastructures could

a ect other ones.

Dependency Linkage or connection between two infrastructures, through which the

state of one infrastructure in uences or is correlated to the state of the other.
[Rinaldi et al., 2001 ]

Hence, we de ne adependencyas unidirectional relationship between two complex

systems in case of a systery directly dependant on systenB through a link, but not
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the contrary. Although, introducing detailed dependencies improves the comprehension

of the reality, unfortunately, is not su cient.

(a) Dimentions (b) Dependencies

Figure 2.1 Electric Power infrastructure dependencig®inaldi et al., 2001 .

For instance, consider unidirectional dependency between a power distribution
system and a telecommunication network system is a limited outlook if we think about
the SCADA systems which nowadays control new generation power grids. For this

reasonsinterdependenciesvas introduced.

Interdependency A bidirectional relationship between two infrastructures through
which the state of each infrastructure in uences or is correlated to the state of the
other. More generally, two infrastructures are interdependent when each is dependent
on the other.

[Rinaldi et al., 2001 ]

Hence, we de ne aninterdependencyas bidirectional relationship between two
complex systems in case of a systefndirectly dependant on a systenB through a
link and the same systenB directly dependant on the systemA through other link.
Functional dependencies and interdependencies in complex systems are, often, too

di cult to describe only in a single scenario, due to the presence of direct and indirect
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relations. On the other hands, introduce new correlation with other systems means

improve the model and consequently our knowledge about considered scenario.

Figure 2.2 Interdependencies example.

We notice that, in complex systems discipline, is mandatory to consider trame
dimension This because it is clear how some infrastructure components (physical and
not) are strongly in uenced by past experience and its performance deterioration in
time.

In [22] authors identify four ‘'main’ dependencies which are not mutually exclusive:

Physical Dependency  Two infrastructures are physically dependent if the

operations of one infrastructure depends on the physical output of the other;

Geographical Dependency A geographic dependency occurs when elements
of multiple infrastructures are in close spatial proximity. In this case, particular
events, such as an explosion or a re in an element of an infrastructure may

create a failure in one or more near infrastructures;

Cyber Dependency  An infrastructure has cyber dependency if its state
depends upon information transmitted through the ICT (Information and Com-

munication Technology);
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Logical Dependency Two infrastructures are logically dependent if their
dependency is generated via control, regulatory or other mechanisms that cannot

be considered physical, geographical or cyber.

There were numerous further similar proposal who tried to introduce other depen-
dencies levels like Economical, Political, Organizational, Social and so on, but we may
consider all of them sub-level of the most generlaogical Dependenciesevel. Anyway,
there is no limit in introducing new levels to improve the explanatory capacity in a

speci ¢ case study model.

2.2 Mixed Holistic Reductionist (MHR) Approach

Thinking the Unthinkableis an euphemism which tells us how it is di cult to take into
account a huge amount of information, some time of unknown, hidden or unpredictable
element, during the Risk Analysis process. In Critical Infrastructures Protection
(CIP) one of the greatest challenge regards the capability to correctly address a
functional model able to express, with an acceptable level of abstraction/granularity,
the complexity of a de ned scenario.

Improve the knowledge about such topics means understand, from di erent perspec-
tive, behaviours, characteristics, dynamics and followed patterns of considerSgstem
of Systemswhich are characterized by manydependenciesand interdependencies The
Mixed Holistic Reductionist (MHR) approach, proposed by23], was created to exploit
the advantages of holistic and reductionist methods.

With the Holistic Framework  all infrastructures are considered as a whole taking
into account only High-Level iterations. From the holistic' point of view, infrastructures
are seen as singular entities with de ned boundaries and functional properties. It is
generally simpli ed, very abstract and strategic oriented. It stems from the need to

have a good representation reducing the most common issues posed by the fact that in
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ClI are highly sensitive and most of the informations are not publicly availableSharing

Information Problem) for the national security.

Figure 2.3 Holistic Approach representation.

In this way each infrastructure is modelled as an atomic entity with a Higl-Level
of approximation empathizing the role played by each of them into a global scenario.
Hence, thelevel of operability of considered infrastructures directly depends on the
availability of resources supplied by other Cls. On the contrary, afault propagation
(cascading e ect) may introduce performance degradation by creating negative chain
events. Commonly, an holistic model, is treated as a qualitative technique included into
the Global Analysis Needed information usually came from linguistic eld collected
via round table, stakeholders, domain experts interviews, questioners and so on.

In conclusion, such methodology, is very attractive because allow\acro-Scale
consequences analysis among expert of di erent areas using a simple, familiar, frame-
work.

Reductionist modelling  accentuates the need to fully comprehend roles and
behaviours of individual components to truly understand the infrastructure as a whole.
Reducing a situation/scenario into its component elements means manage outcome

archiving a desired level of knowledge. From this perspective a situation consists of a
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sum of its micro-scale components parts in order toreduce and separately analyse
each fragmentation of these. If a greater detail is required then it will be necessary to
progressively reduce component into smaller sub-components. This reiterative process

can stops only when the expected detail level and understanding were reached.

Figure 2.4 Holistic vs Reductionist perspective [1].

Di erent levels of analysis require one or both of the two proposed point of view
and their boundaries are lost in event of complex case studies. In according wid][
dealing with complex highly interdependent scenarios, one of the biggest mistake
could be analysing them using a single perspective stressing or reducing concepts and
knowledge with regard to the e ectiveness of the representation. In addition, in the

same work, are presented three hierarchical levels:

Micro-Level  represents the physical components that constitute the functional

elements of an infrastructures (i.e., electrical equipments, gas valves, etc.);
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Meso-Level represents an infrastructure network at the system level (i.e.,

network nodes and links, power generators and loads, etc.);

Macro-Level represents the territory or zone which depend on the service

provide by the infrastructure.

As we have seeidolistic and Reductionist approaches outline the respective pros
and cons. To overcame limits of these methodologiedviixed-Holistic-Reductionist
approach are presented in2f3]. With such approach one additional layer, called
Service is introduced in order to justify functional relationships between components
and infrastructure at di erent levels of granularity. We can consider theservice
representation as well as a middle layer between the holistic and the reductionist
capable to describe, for instance, services to customers and to other interconnected
infrastructures. In this way both “pros' approaches are maintained basically integrating
three levels of abstraction into a single, exible representation of the reality.

With the MHR model , relationships between infrastructures could be seen at
di erent levels through either a top-down or bottom-up approach. A key element of

operators is the quality of Services towards customers.
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Figure 2.5 Graphical approaches comparison.
2.3 A Brief of Bayesian Networks

Starting to a probability distribution it is possible to build a Bayesian Networkusing
rules of the probability for prediction, anomaly detection, diagnostic, decision making
and so on, through time series and uncertainty conception. This capability is often used
to express a probabilistic relationships among a set of variables taken into consideration.
In a few words a Bayesian Network is a graphical representation which provides a full
joint probability distribution model. Modelling thought statistical techniques have
many advantages, like: represents dependencies among all variables, de nes causal
relationships giving the capability to better understand the problem domain enabling
coexistence of both casual and probabilistic semantics. In a Risk Prediction (RP)
a Bayesian Network (BN) provides a model in which include cascading probability
between di erent entities in order to include a more accurate information about the
actual reliability state of the analysed system. Using a BN we have the knowledge
in a uncertain domain, which is adirected acyclic graph This means that, all edges

in the considered graph aralirected and cyclesthat returns at a starting are not
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allowed . This latter statement, as we will see, is very important to consider to correctly
introduce portions of BN in a nal RP model. Based on Bayes rules, such a graph
express conditional relationships (arcs) among the di erent variable (nodes). In our
speci ¢ case Nodes are represented by entities that could be modelling speci ¢ events
due to de ned vulnerabilities.

Through the Bayes' Theorem it is possible to describe therobability of a given
eventthanks to a priori knowledge. For instance, if a dangerous event it is associated
to a possible sub-system fault, the information about the probability of sub-system
fault could be used to better understand and asses the probability to have such a fault,
compared with the probability to have the dangerous event without the possible faults

knowledge. The Bayes rule is described by the following formula:

P(EjJH) P(H)

PHJE)= 5 ()

2.1)

where:
" P(HjE) conditional probability of H occurring given theevidenceE;
" P(EjH) evidenceE probability if the hypothesisH is true;
"~ P(H) priori probability of the event
" P (E) priori probability that the evidenceitself is true.

In general, given a set of nodeX = fX;X,;::1; X,g a Bayesian Networkis a
network structure S which express a set of conditional independence assertions about
variables in X and a setP of local probability distributions associated with each

variable. Indeed, thejoint probability function for any Bayesian Network is:

Y Y
P(X)=P(Xy; Xy 5 Xp) = P (X)X Xg; 5 Xp) = P (X j parents (X;))

i=1 i=1

2.2)
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where thejoint probability is the product of the probabilitiesof the involved variable
given its parents' values. We notice that we have only causal connections where each

parent node causes an e ect on its children.

2.4 A Brief of Fuzzy Logic

One of the main problems, of modelling complex systems, sometimes regards the
impossibility to have deterministic information about the capability of a generic entity

to produce speci ¢ quantities of outputs (resources, failures and/or capabilities) with
respect to its internal states.

Represent partial information or uncertainties using Fuzzy mathematical framework
is a feasible solution. Such an approach was already suggeste®ih fvhere authors pro-
pose to express uncertainties associated to subjective information and data, allocating
them, through useFuzzy Membership FunctiongMF). Although the concept provided
by [? ] is very useful, was not completely exploit its full ‘'modelling' potential. This
because it is only focused on the event period, on the duration of a related outage and
to represent dependency degree among di erent infrastructure. In MHR-RFB approach
are proposed Fuzzy mechanisms in all those cases where probability information and
what-if analysis evaluation are not su cient.

From a logical-mathematical point of view a fuzzy clasé is set of well-de ned
objects. An object belongs to theUniverse of DiscourseU. Commonly a setA U

is characterized by the function:

8

51 forx 2 A
A(X)=§

0 forx 2 A

(2.3)
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where A(x) 2 f0;1g, Hence A(X) can assume onlhy0 or 1 as values. In Fuzzy
mathematical framework A(x) can take values in the interval[0; 1]. In this way is
possible to move from &Crisp MF to a Fuzzy MF one. Introducing a Fuzzy set F
asF = f(x; r(X))=x2 A; r(x) 2 [0;1]g (membership function) through ¢(x) is
speci ed the degree to which any elemem belongs to Fuzzy sef. Fuzzy inference

process may divided into 5-steps:

1. Input variables Fuzzi cation ;

2. Fuzzy operators application AND/OR ) on the Antecedent ;
3. Application of the implication method from Antecedent to Consequent ;
4. Consequent rules aggregation;

5. Output Defuzzi cation

Most used inference methodologies ar&amdani and Sugeno

2.5 MHR-Rational Fuzzy Bayesian

A exible methodology capable to represent complex scenarios it is advisable in a
Critical Infrastructures context. It is mandatory to collect information and data from
heterogeneous sources without loss reachable degrees of knowledge attempting a data
normalization but, where possible, use it also to "deduct' new valuable informations.
This is the main concept that over the years of work in Cl eld have inspired the
improvement of our models with a Risk Assessment point of view.

Starting from MHR Approach, are presented in detail, rst the aforementioned
layers (Holistic, Service, Reductionist) and then introduced other ones with the intent

to provide a more complete methodology . Furthermore, due to the need and common
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use ofprobability numbers, in the Risk Analysis context, a Bayesian Network model
will integrated in the MHR approach.

In Figure 2.6 it is illustrated a generic representation of the improved MHR
methodology. While Performance Entity and Reaction Entity are introduced as
subcategories of the service level, tHevent Entity represents a new one. Thanks to
this last type of entity, as will be shown, it will be possible introduce the mathematical
probability framework into the MHR model. In the next sections, all typologies of

entities will be fully described.

Figure 2.6 MHR-RFB representation.
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Using Rinaldi's work in [22], we generically represent an entity like a graphical
multi-level block. As in Figure 2.7 an entity is capable to receive in Input and then

generate in Output Resources Failures and Capabilities

Figure 2.7 Generic entity representation.

We notice that in classic MHR approach onljResourcesand Failures are propagated.
Because of the most recent projects, the need to represent a "positive propagation
e ect' has encouraged the introduction of a new kind of entity Input/Output called

Capability. An Input or Output, of an entity, can be modelled as:

Resource is any type of measure unit, variable, QoS (Quality of Service),
Operational Level or information (simple or complex) with which any entity
could represent its Input or Output as result of its own internal state and of all

its possible external interactions with near entities.

Failure  is anegativeinput or output, that is possible to quantify, with which
every entity could produce (or receive) as result of unsuccessful procedures,

damages, etc. or more generically, as @alu€ able to produce loss e ects.
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Capability IS a positive input or output, that is possible to quantify, with
which every entity could produce (or receive) as result of successful procedures,
mitigation strategies, etc. or more generically, as avalu€ able to produce

improvement € ects.

As we know, each entity mayexist, at the same time, on di erent dimensions/levels
It is characterized by internal State Variables and each of these is usually correlated
to dimension/level in which an entity interacts (see Figure 2.7). In short, &tate
Variable , represents instant by instant a speci c state of the modelled entity with
respect to the represented scenario. Finally, in function of its own Resources, Failures,
Capabilities and its internal States an entity, provides the most important state
variable: the Operational Level . Thanks to its Operational Level , an entity, will

be capable to produce prede ned quantities of speci Outputs.

2.5.1 Reductionist Entity

Figure 2.8 Reductionist entity representation.

A Reductionist block is an entity which "punctually” represents a speci c element

identi ed in a complex system. Considering a given granularity level (related to the
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reference scenario information), it could be the whole component or the smallest
signi cant fragmented part of it. For instance, taking into account an informational
system, it is coherent consider a "Computer" entity without reach a useless high
modelling detail level introducing its electronics components. From this perspective
it is important to reach a certain "sensitivity" with respect to granularity that must

be adopted in a modelling. We need to understand that the usability, completeness
and clarity are aspects which make the complex world easier to understand. We can
classify aReductionist element as aMicro-Level entity (Figure 2.6).

As lllustrated in Figure 2.8 Resources Failures and Capabilities are propagated
towards the entity becoming itsinput. They refer to the internal entity states and
faults and its ability to produce resources or propagate failures and capabilities. These
type of entities may receive Inputs and produce Outputs according to proximity with
dependant reductionist elements of di erent nature too. Moreover, in speci c case
study, capability to have a highOperational Leveldepends also by the availability and
quality of some aggregated resources and services provided by Reductionist and/or

Service entities.

2.5.2 Service Entity

In Figure 2.9 aServiceentity described as block is illustrated. Like theReductionist

block, the Serviceone is capable to receive in inpuResources Failures and Capa-

bilities. Considering the intrinsic nature of a service it is possible to represent a
system functionalities provided for a speci c end-user. With such element we may
provide: a higher level of failures and/or capabilities propagation, an intermediate
representation between a Reductionist and Holistic layer and aggregate information,
resources or variable of di erent nature that usually are not easy to represent. A

Serviceelement could be classi ed, with respect to the model needs, adveeso-level
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Figure 2.9 Service entity representation.

or Macro-Level entity (Figure 2.6). In some speci c cases it is possible modelling a

"hybrid" service/reductionist entities.

Performance Entity

Figure 2.10 Performance Index entity representation.

The introduction of the service entity subcategory, calledPerformance Index is

proposed to improve the explanatory capabilities of the MHR model. In the economic
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context, with performance index, is indicated a monitored progress that regards an
organizational or business process. In this way, it will be possible recognize entities
capable to calculate complex QoS metrics which express "performance" for specic

aspect of a given infrastructure.

Reaction Entity

Figure 2.11 Reaction entity representation.

In some scenarios it is important to represent thedi usion ' of “positive e ects
consequently toreactions or mitigation strategies For instance, in natural disaster
scenarios, represent "e ort" which could be granted by local Civil Protection, provides
a good level of information about preparedness degree in critical situations. For these
reasons, a subcategory calleldeaction entity was integrated in the improved MHR
methodology. Such an entity can propagate, through its output, a QoS level (toward
speci c strategic elements of the considered scenario) or positive capabilities (with

regards to its available resources and its operational level in a speci c time).
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Figure 2.12 Holistic entity representation.

2.5.3 Holistic Entity

An Holistic entity is capable to represent global iterations among other complex systems.
When we use the "Holistic" term, to better understand its meaning, we can consider
the philosophical point of view. Holistic word root came from Greek language and
it means Total', "Global. It was born in opposition to the reductionist philosophy,
representing the inability of a complex system to express all the parts which compose
it. Ideally, an holistic representation,can not be expressed as the direct functional sum
of all sub-systems which compose it

At this level, it is possible to model complex interaction mechanism also among
macro, meso and micro elements and micro-components (of the same system), ltering
and aggregating informations of di erent nature. In this case, through received failures
and capabilities, we have the chance to modelling, for example, malicious behaviours
or mitigation strategies e ects, that might be very di cult to model with a di erent
level of abstraction. Finally, a Holistic entity, calculating its operativeness, allows a
high knowledge degree about theglobal status of the complex system itself. We can

classify aHolistic element as aMacro-Level entity (Figure 2.6).
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2.5.4 Event Entity

Figure 2.13 Event entity representation.

As shown in the next section, introduction of a new entity category, calleBvent
entity, is mandatory in order to introduce the probability in the MHR Risk Analysis
Framework. Concept ofEvent is totally di erent from the common MHR entities
modelled asHolistic, Reductionist or Service It is possible to de ne anEvent entity
when statistical historical data are available or when it is required evaluate impacts
due to well-known occurrences. Whit this perspective, aBvent entity, manages data
concerning resources, failures and capabilities but also probability of a considered event
and impact related to such an event.

Propagate failures, due to specic ‘identi ed' events, provides a new tool for
assessing risk and its consequences, in order to analyse possible solutions for reduce

the exposure to it.

2.5.5 Introducing Bayesian Network in MHR-RFB Approach

As seen from the above, we can introduce the probability framework into an MHR model

by using Event entities (Section 2.5.4) and concept provided bfsdayesian Networks
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(Section 2.3). Through a Bayesian Network example, we can better understand how
is possible to apply this mathematical framework to a common CI model case study.
We suppose to have a well-known risk about a possible dangerous evgh) which
could be occurs in a involved critical infrastructure. Such ever{tH) might occur due

to three possible fault in thee di erent subsystemgA;B;C) Figure 2.14.

Figure 2.14 Bayesian-Network example.

In Figure 2.14 example we have functional dependencies among néti¢Dangerous
Event) and nodesA; B; C (Sub-systems Faults). The rst iteration represents the
real Bayesian-Network acyclic graph. Whit the second iteratio® (H) “information’
(calculated in the rst iteration) it will redirect to A, B and C nodes. Thanks to
formulas (2.1) and (2.2) and BN graphical representation we can reply to two di erent

guestions (using the two iteration):

1. Given priori probabilities of possible sub-systems fault® (A), P (B), P (C) and
their conditional probability of the eventH -P(HjA),P(HjB),P(H |C)
(due to the occurrence of an evidence), what is theint probability to have H -

P (H)?
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2. Given the calculated probability of eventH - P (H), what is the probability that
it could be directly dependant onA, B orC-P(AjH),P(BjH),P(CjH)?

All starting knowledge can be summarized in following table:

Table 2.1 Bayesian Network probability knowledge.

Conditioning H  Fault

A P(HjA) P (A)
B P(HjB) P(B)
C P(HjC) P (C)

We notice that the sum of conditioned probabilities (P (AjH), P(B jH) and
P (CjH)) must be equal to 1 (100%). Then, using formula (2.2) we are able to reply

to the rst question calculating:

P(H)=PA) PHjA)+P(B) PHjB)+P(C) P(HjC) (2.4)

where each coupl® (E) P (H j E) is the probability to have H due to E. Introducing
a subsequent iteration, where thé (H) information is propagated towards fault nodes

(A; B; C) and using formula (2.1) we are able to reply to the second question calculating:

P(A) P(H]A)

PRI e PHIAYPE PHIB)FPE PHIC 2V
o P(B) P(HjB)

PEIN= s PpHiAPE PHIBIFPC PHIO Y

P(CjH)= RO =7

P(A) PHjA)+P(B) PHjB)+P(C) P(HjC)
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2.5.6 Introducing Fuzzy Logic in MHR-RFB Approach

Introduce Fuzzy concepts in MHR-RFB means, for instance, takes into account a
generic entity and given its inputs, represent produced outputs due to internal states
and fault levels. In Figure 2.15 is proposed a simple example of how it is possible
to model a generic MHR-RFB entity behaviours using a Fuzzy Logic approach. It is
considered an entity with 2 di erent inputs, capable to produce in output QoS (Quality

of Service) and an internal Fault level.

Figure 2.15 Modelling entity behaviours using fuzzy inference.

Thanks to the “semantic nature', which characterize construction of a fuzzy logic, it is
relatively simple to designFuzzy MF (Figure 2.15) andIF [Anteceden] THEN [Consequent

rules. Such rules are strictly correlated to a domain expert interview.
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In the example below, for 2 inputs, each one composed by 3 MF, we have to explicit
9-rules ®):
1) IF (Ris L) AND (Cis L) THEN (Qis L)(Fis H)
2)IF (Ris L) AND (Cis M) THEN (Qis L)(F is H)
3)IF (Ris L) AND (Cis H) THEN (Qis L)(Fis M)
4)IF (Ris M) AND (Cis L) THEN (Qis M)(F is H)
5)IF (Ris M) AND (Cis M) THEN (Qis M)(F is M)
6) IF (Ris M) AND (Cis H) THEN (Qis M)(F is M)
7)IF (Ris H) AND (Cis L) THEN (Qis M)(F is H)
8) IF (Ris H) AND (Cis M) THEN (Qis M)(F is M)

9)IF (Ris H) AND (Cis H) THEN (Qis M)(F is M)

According with IF [Antecedenf] THEN [Consequen} Rules an expert system is
able to get inputs information, compare and nding a match with the Antecedents

expressed in provided rules as in Figure 2.15.

Figure 2.16 Fuzzy inference output.



2.6 MHR-RFB methodology application. 51

Rules, which express expert knowledge basis, represent synthesis of what has been
learned studying: a speci c case study, taking into consideration similar systems data

or through a “verbal' description by a human expert.

2.6 MHR-RFB methodology application.

In this section it is presented an example of how MHR-RFB methodology works and
how it is possible to use di erent mathematical framework at the same time in a unique
modeling technique. We mainly represent an entity like a block divided into three
sub computational parts: Input, State and Output. Each one of them is delegated
to calculate and manage, in di erent manners: resources, failures, internal states,

operativeness and capabilities to produce something in output (see Figure 2.17).

Figure 2.17 Input-State-Output entity mechanisms representation.

Given a complex system model composed Byn entities, # m typologies of in-
put/output and # h internal states we generally express thé" entity , dependent by
# m entities (due to some propagated resources, failures or capabilities) in input, at
the k™" step 0, with the formulas that follow in order to express Inputs(l ), Internal

States(Sr), Operational Level(Op) and Outputs (O):
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| iy (Wjk) = f ( Oj)(Lik  1);::1; 0k )(mjk 1)) (2.8)

forj 6i,i=1;:::;n,)=1;::;nandw=1;:::;m.

Srein(ljk) = f( Stk 1) SrEiy(hik - 1) (2.9)
L ey (LK); 205 Ly (mjk) )

forl =1;:::;h

Op(ei)(K) = f( Srei(1iK); 115 Sreiy(hik) ) (2.10)

Oeiy(WjK) = f( OpL(i)(K); St(eiy(LjK); 225 Sreiy(hjk) ) (2.11)

forw=1;:::;m

To initialize the iterative calculation process for each™ entity , starting with k = 0,

we need to de ne all initial internal states as:
Sreip(ljk 1) fori=1;:::;n,1=1;:::5h

and all Output:

OeEn(wjk 1)=0fori=1;::5;n,w=1;::1:;m.
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In (Figure 2.18) it is provided a simpli ed case study which take into account a
portion of a generic organization model. We can image to start representing organization
as a holistic point of view. This holistic perspective will give us a global "health' state
metric about the organization "system’ In order to enrich this global evaluation we
need to correlate it to QoS produced by its department (in gure Assets 1,3,6) and the

probability which a critical event occurs.

2.7 MHR-RFB Risk Analysis Interpretation

Through a Risk Analysis terminologies process (see Chapter 1), it is interpreted the
MHR-RFB approach. Using this modelling technique dDRA (Informed Dynamic
Risk Analysis) methodology is proposed to understand how it is possible to extend a
classic static' Risk Analysis approach to a more moderndynamic interpretation of
Risk in which it could change its state and nature during its evolution in time.

The proposed Risk Analysis framework starts identifying all involved strategical
"Assets in a well-de ned scenario (Figure 2.18). Once thessensibléaspects, of a given
complex system, are outlined, aHazards Analysis, with respect to all mentioned layers
(Physical, Geographical, Cyber, Logical and so on), helps to classggurces of possible
dangers in other terms: the prerequisite of the Risk Subsequently, it is possible to
move toward a more deeper process which consists to punctually ass&bseats. With
“Threat' we express what whichtriggers' a speci ¢ ‘vulnerability' through the action,
whether or not consciously, of aThreat Actor"

To better understand these rst steps, we can imagine a scenario in which an IT asset
su er from important cyber vulnerabilities. In this context a "Cybercriminal’ (Threat
Actor) is able, through a Cyber Attack, to exploit a speci ¢ system Vulnerability "

Following the MHR model, triggering the Threat', the asset Impact' is evaluated

rst and then, due to a ‘vertical' propagation e ect (see Figure 2.18 path form the
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Figure 2.18 MHR Risk Interpretation.
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reductionist entity to service and nally to holistic system point of view) all consequences
are estimated. Moreover, thanks to (inter)dependencies and associat€hscading

E ects', it is possible to understand the consequenRisk Exposuré which is directly
correlated to the risk source proximity. Back at the start of the Risk Analysis (to the
Asset Analysis), this iterative process can be followed as long as necessary in order to
complete the whole scenario risk evolution.

At this point, it is very simple to understand how the proposed methodology
provides an approach which ts the needs of modern real-time systems dealing with the
perceived risk in a real-time context. Making a nal simple distinction, we can say that
with a classical Risk Analysis approach it is possible to introduce in an information
system an o -line tool while adopting approach proposed in this work, it is possible
to introduce a new generation of on-line tools able to supply a continuous decision

support system to operators and to all other end-users typologies.






Chapter 3

CISIApro simulative approach

This section describes the main features of the CISIApro simulator, including its
reliance on the mixed holistic reductionist (MHR) approach proposed in Section 2.5.
Furthermore, such chapter deals with Risk Assessment methodology introduced in a de-
ned software and hardware environment. CISIApro simulator (Critical Infrastructure
Simulation by Interdependent Agents) has been designed for analysing the short-term
e ects of failure both in terms of faults propagation and with respect to performance
degradation. Following, a brief summarization of the CISIA software evolution over

the years:

First implementation of a CISIA framework was found in 25(2004) thanks to
Panzieri, Setola and Ulivi works. Authors describe this tool as a simulator able to
analyse short term failures e ects due to resources propagation and performance
degradation. This rst version was based on Recursive Porus Agent Simulation

Toolkit (Repast) open-source agent-based development software.

Then in [26](2008) a new modelling framework was presented. In tfimmework |,
CISIA is a C/C++ software classes, which once programmed and compiled,

creates a package les and an executable le.
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In its last release<CISIApro ( rst version in 2014) is a tools platform completely
redesigned by C.Palazzad?[/] in order to have best simulation time performances
(from the order of minutes with CISIA rmware into milliseconds/seconds with

CISIApro) and to improve complexity of modelled scenarios.

Typically, Risk Management deals with the use of mathematical techniques not
always able to handle the dynamic associated with the risk evolution. The main
objective of the proposed framework, is to provide a exible methodology able to
exceed the limits of other existing approaches, achieving a proper level of complexity.
From this perspective, CISIApro represents a good solution to assess risk due to

resources/failures/capabilities propagation also considering cascading e ects.

3.1 Ciritical Infrastructure Simulative Approaches

Satumitra and Dueiias-Osorio28] have published an exhaustive survey of the principal
methods for critical infrastructure modelling and simulation. Their survey reveals that
most of the approaches for dealing with infrastructure interdependencies, cascading
system failures and risk mitigation are complementary rather than competing. The
modelling approaches include techniques based on game theory, graph theory, risk-based
models, Petri nets and Bayesian networks. However, many of the interdependency
models are primarily conceptual in nature or are limited to simple or high-level scenarios.
Rahman et al. P9 have developed the Infrastructure Interdependency Simulator
(12Sim) based on the well-known cell-channel model. In this model, infrastructures
and their interconnections are represented using cells and channels. A cell is an entity
that performs a function. For example, a hospital is a cell that uses input tokens such
as electricity, water and medicines, and produces output tokens such as the number
of patients served. A channel is a means through which tokens ow from one cell to

another. The interdependencies between infrastructures are non-linear relationships
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that are summarized in the form of human-readable tables. 12Sim helps decision makers
optimize resources and prioritize system restoration actions after critical events. 12Sim
is the core element of DR-NEP (Disaster Response Network Enabled Platform), an
advanced disaster management tool that is based on a web services infrastructure and
incorporates domain simulators. The modeling technique has been validated by several
case studies, including one involving the Vancouver 2010 Winter Olympics. However,
the case studies mainly focus on natural disasters and do not consider the impacts of
cyber attacks.

A survey of the research literature reveals that the majority of simulators employ
the agent-based paradigm, in which a population of autonomous interacting agents
coordinate their decisions to reach a higher-level global objective. Each infrastructure
is modeled as an agent. Interdependencies are modeled as edges between agents. This
enables agents to exchange information: each agent receives inputs from other agents
and sends its outputs to other agents (see Nieuwenhuijs et a0[ for further details).

The CISIApro (Critical Infrastructure Simulation by Interdependent Agents) simulator
used in this research employs the agent-based paradigm, where each agent has a
high-level description of the internal dynamics of an infrastructure. The main goal of
CISIApro is to study the propagation of faults/attacks and the resulting degradation

in performance.

Another recent trend is the use of co-simulation frameworks, where several domain-
speci ¢ simulators are connected using a well-de ned and generic interface (API)
for simulation interoperability [31]. The main goal of a co-simulation framework is
to reuse existing models in a common context to simulate complex scenarios. The
Mosaik ecosystemdl] has been applied to analyse a smart grid scenario in which
telecommunications network and power grid simulators are integrated. This work

integrated various simulators for the electrical side, including models of electric vehicles
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in Python, photovoltaic cells in MATLAB/Simulink, residential loads as CSV time
series data and two power distribution grids in Python. Mosaik is still at an early stage
of development, but it can cope with di erent temporal resolutions (e.g., continuous,

every minute or every fteen minutes).

3.2 CISIApro Description

CISIApro is an agent-based simulator, where each agent has the same structure, see
( Section 2.5 ). An agent receives resources and failures from other agents. A resource
is a good, service or data produced and/or consumed by an agent that is represented
in CISIApro as an entity. The ability to produce resources is summarized by the
concept of an operational level, which depends on the availability of received resources,
propagation of faults or capabilities and functionality of the entity itself. An entity
also receives failures via its upstream interconnections and spreads the failures to
downstream entities. The failures propagate di erent types of faults in di erent ways.
The output of an agent depends on the actual value of the operative level. The
considered "interdependencies” calsses are: physical, logical, geographical and cyber.

CISIApro simulator was developed to overcome certain implementation problems
associated with the old CISIA framework. The main problem was the possibility of an
in nite loop when resources are instantly exchanged between entities. CISIA's main
cycle bu ers all the information exchanged between entities at each time step. If the
exchanges form a cycle, then the simulation time step never ends, which results in an
in nite loop.

In CISIApro simulator, the information ow is well de ned with a threshold of
maximum executions in a time step to avoid endless loops. Moreover, for each entity,

the following variables are evaluated:

1. the received resources and faults/threats from upstream entities;
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2. the dynamic evolution, if needed, where the evolution is depending on the time

variable;

3. the instantaneous evolution behaviour, which happens immediately without the

time dependency;
4. the resources and the faults/threats sent to downstream entities.

The di erence between instant and dynamic evolution is due to the nature of fault
to be propagated. For instance, the contamination of chemical product on a water
pipe has a dynamic nature due to di usion time; the consequences of a cyber-attack
can also depend on the persistence of the attack and then on time; electricity in a
power grid could be modelled as an instant propagation through the power distribution
system wires.

In CISIApro, a graphical user interface ( Figure 3.1) is provided to create and

connect entities and to add the exchanged resources in an e cient manner.

Figure 3.1 CISIApro user interface.
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3.3 CISIApro Architecture

To redesign and implement the new CISIApro software it was necessary deal with
speci ¢ "strategical" choices about the software technologies needed. This kind of
choices were taken in order to have an added-value software, usable and scalable with
respect to possible Critical Infrastructures scenarios to model. CISIApro is designed
using particular programming techniques which allow use of common programming
languages like C/C++ and languages that are used to create web/cloud platform

. Although it might seem a controversial choice, it support a high productivity,
usability and scalability along with the capability to integrate third parties software in

the same architecture.

For the implementation of the CISIApro simulation engine, it was adopted a
combination of PHP language (server-side programming language) with C++ compiling
techniques. This is possible because PHP libraries was created through a C/C++
implementation. While, for the graphical interfaces it was used client-side JavaScript
programming techniques. The main di erence between C/C++ and PHP lies in the
fact that C/C++ is a compiled language while PHP is an interpreted language. Thanks
to PHP interpreter, inside CISIApro, is possible to implements all the behaviours and
mechanisms of a modelled entity.

Below, are summarized some typical advantages by implementing entity using PHP

programming language:
to instantiate a variable in PHP it is su cient to assign a value;
the declaration of the variable type is implied when assigning a value;

a variable can also be removed in the course of the script (through education

unset ($ variable));

the a variable "type" can be changed during the script execution;
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it is possible to use the object-oriented programming;

PHP implements more than 90% of C/C++ functions without mentioning the

countless available classes developed by its community.

As just previously mentioned, one of the possible approaches, which can be im-
plemented in CISIApro, is the MHR modelling (Mixed Holistic-Reductionistic). This
approach allows us to put information into a right level of detail with minimal data
collection techniques obtaining meaningful knowledge. Starting with this perspective

some guidelines were de ned in order to design an improved simulation software:

Each infrastructure is modelled from its macro-components, is to say, objects
with a speci c role, easily recognizable and whose overall behaviour is given by

their interactions;

A correct level of abstraction enables a consistent description of the modelled
entities even if such information are based on generic and incomplete data due

to the sharing information problem;

Entities must be described in order to be con ned and decoupled from each
other. This because their behaviours should dependent only by values "explicitly”

exchanged with other near entities.

The simulation software must not impose any kind of limitation to representable
behaviours in order to have the most appropriate representation of the reality.
In addition, the size/scale of a given system should be free and at the same time

bound to the needs of a speci ¢ case study.

With the use of the MHR layers is possible to capture the interdependencies among
the di erent infrastructures. Each layer of the infrastructure is composed by several
elements (blocks). All the elements showing characteristics within these layer follow a

common general pattern:
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some elements have the capability to provide and / or consume resources (goods,

services, etc.);
some elements may be subject to failure or malfunction;

di erent resources, faults and capabilities can be propagated in according to

other elements 'proximity’ (sometime of di erent nature);

the capability of each element to provide the necessary resources directly depends
on its own "Operational Level". In its turn, the Operational Level is related to

resources availability received failures and capabilities.

It is important to understand that the idea behind modelling a critical infrastructure
using CISIApro is both simple and e ective. It consist in to de ne a complex simulation
model, without having to de ne the input and/or output of speci c entities, but simply
de ning the initial presence of faults and the initial state of the operational levels of
the considered entities. In Figure 3.2 is illustrated the ow diagram of CISIApro
which represents the logical schema at the basis of the CISIApro simulation engine.

CISIApro uses a database to capture all the information needed to represent
multiple critical infrastructures and their interconnections. In addition, it is designed
over di erent database structures to discern the construction design phase to the output
storage. In this way, the information provided by CISIApro can be easily shared with
other additional modules. Figure 3.3 shows the database structure. The DB stores the

information needed for the representation of several Critical Infrastructures, such as:

Each entity is a speci ¢ instance of an entity type;
Each entity has a status made of variables with values;
Each entity has ports for exchanging resources;

Each resource is associated with a MHR layer/net;
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Figure 3.2 CISIApro simulation engine ow diagram.
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Each layer has proper interdependencies;

Each interconnection is made of a couple of ports, associated to two entities.

Figure 3.3 CISIApro database representation.

Outputs of CISIApro are stored in a di erent database with speci c features, see
Figure 3.4, such as the record time-stamp in terms of date, time and milliseconds. In
this way, any downstream module can retrieve data regarding the latest actualized
critical situation in the modelled scenario. Adjacency matrices which represent interde-
pendencies existing between entities are generated during the design phase. During
the simulation, the matrices are represented as queue data structures to speed up

computations.

Figure 3.4 CISIApro simulation output database representation.
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3.4 CISIApro Software Modules

We mainly split CISIApro into two software components: the rst one is the software
with which it is possible to design the Cl model, given a certain scenario, and the
second one, called CISIArun, represents the real simulation engine. Such engine can
be integrated in a more complex software architecture. In this section it is presented a
brief description of the main modules provided by CISIApro to exploit the potential of

proposed modelling techniques and tools.

3.4.1 Layers & Resources Module

Thanks to the Layers & Resourcesmodule (Figure 3.5) it is possible to instantiate all
the required layers in a critical infrastructures scenario model. It is the rst step for the
simulation implementation. Assign a speci ¢ resource to a corresponding dimension

also gives us a deeper awareness with respect to the nature of the managed information.

Figure 3.5 CISIApro module: Layers & Resources.
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3.4.2 Entity Maker Module

In the Entity Maker module (Figure 3.6), using the integrated PHP code editor,
it is possible to instantiate and programming behaviours for each considered entity
class. Once completed this step, the introduction and duplication in the design phase
( Section 3.4.3 ) will be allowed.

Each entity class is composed of four modules that are executed, several times,

during the simulation run:
() RECEIVED, which evaluates the received resources and faults;
(i) DYNAMIC COMPUTED, which implements dynamic evolution;
(i) INSTANT COMPUTED, which implements instantaneous evolution;

(iv) SENT, which evaluates the resources that are sent to the downstream entities.

Figure 3.6 CISIApro module: Entity Maker.
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3.4.3 Modeler Module

The Modeler module (Figure 3.7) is designed in order to improve the productivity
in modelling Critical Infrastructures scenarios. Thanks to a usable graphic interface
and a Drag & Drop system, it is an easier operation to introduce entities and create

(inter)dependencies.

Figure 3.7 CISIApro module: Modeler.



70 CISIApro simulative approach

3.4.4 State Variables Module

As previously mentioned, with CISIApro simulation, de ning Input and Output is
not required. This is possible because they are calculated, instant by instant, during
the simulation time, with respect to entity state variablesand especially evaluating
operational levelsrelated to each modelled element. IState Variablesmodule (Fig-
ure 3.8) indeed it is possible to set the initial state for every variable that is part of

the simulation.

Figure 3.8 CISIApro module: State Variables.



3.4 CISIApro Software Modules 71

3.4.5 Link States Module

Link Statesis the most recent module tool introduced in CISIApro software (Figure 3.9).
Such module was designed in order to be compliant to model in which dynamic links
are required. A dynamic link is de ned as a link that connects two entities to each
other, that could change its state during di erent simulation. For instance, it allows to
model scenarios, like transportation infrastructures, where an entity may represent a
transport (airplane, bus, train and so on) and links represent multiple available paths.
Through this mechanism it will be possible to instantiate all the multiple connection,

among the involved entities, activating only one of them at a time.

Figure 3.9 CISIApro module: Link States.
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3.4.6 Simulation Module

Thanks to the Simulation module (Figure 3.10) is possible to debug a simulated
scenario, validating its results and performances before proceeding to the production

phase.

Figure 3.10 CISIApro module: Simulation.
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3.5 CISIApro engine and introduction of a new

“Spatial Propagation

CISIApro engine represent the real software strength along with the ease o ered in
modelling complex systems. The engine consists in an agent-base simulation based
on evolutionary algorithm model where eachagent is able to receive and propagate
resources, faults and capabilities (see Section 2.5). Under this perspective it is possible
to trace back to a multidimensional graph wherein eacldimension represents a graph

in which a resource can be propagated among involved entities (Figure 3.11).

Figure 3.11 Propagation model on a multidimensional graph representation.

As represented in Figure 3.11 some entities can exist at the same time, with its own
evolution, on di erent dimensions. This means that through such resources propagation,
on di erent layers, entities could a ect each other.

Two di erent ~ steps can be mainly identi ed in the engine simulation. The rst
one regards a micro-stepirfstant evolution), the second one, instead, is represented by
a macro-step fynamic evolutior). Hypothesizing a time-line evolution for each entity

(see Figure 3.12), until an active evolution persists the micro-steps are incremented
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and the instant behaviours computed. Once all inputs/outputs converge to a stable
solution the macro-step (dynamic computation) can be calculated and incremented of

a t.

Figure 3.12 Entity time-line steps evolution.

For this kind of simulation it is not possible to know, a priori, the precise number
of needed steps to converge to the nal solution. Therefore, it is very important to
be careful not including dangerouslLogical Loog which could bring to a simulation
divergence.

During this work a lot of improvements were conducted in order to make more
e cient the CISIApro engine implementing di erent algorithmic optimizations. But
the last important improving introduces a newSpatial Propagation in the already
complex CISIApro engine simulation (see Figure 3.13).

Introduction of a Spatial Propagationmeans to have, in addition to the already
well-known deterministic propagation, a propagation directly correlated to spatial

geometries which could be de ned in a model. Through a new module it is possible to:
De ne an Event ' with its Spatial Epicentre

Declare theSpatial Variables (e.g.: x;y; z;lat;long; ) which can identify an

entity in a speci ¢ space;
De ne the initial Magnitude (M);

De ne the Distance (D) in function of the Spatial Variables
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Figure 3.13 Spatial Event Propagation in a Multidimensional Graph.

D = f (SpatialV ariables);

De ne the Propagation ( ) e ect in function of the given Distance, Magnitude
and time

= f(D;M;t);

Figure 3.14 Entity time-line steps evolution with a spatial propagation.

Also in this type of propagation it is possible to de ne, or not, a correlation with
the time in order to have a dynamic or instant spatial propagation e ect into the

simulation.






Chapter 4

Dynamic Risk Analysis in a Cyber

Context

Dependencies and interdependencies between critical infrastructures are di cult to
identify and model because their e ects appear infrequently with unpredictable conse-
guences. Telecommunication networks based on commonplace technologies (such as
Ethernet) often constitute a vulnerable attack vector against modern Ciritical Infras-
tructures (ClIs), particularly for Supervisory Control and Data Acquisition (SCADA)
systems, which rely on them for monitoring and controlling physical components.

The addition of cyber attacks in this context makes the analysis even more complex.
Integrating the consequences of cyber attacks and interdependencies requires detailed
knowledge about both concepts at a common level of abstraction. CISIApro, as critical
infrastructure simulator, was created to evaluate the consequences of faults and failures
in interdependent infrastructures. This chapter demonstrates the use of CISIApro to
evaluate the e ects of cyber attacks on physical equipment and infrastructure services.
A complex environment involving three interconnected infrastructures is considered: a
medium voltage power grid managed by a control center over a SCADA network that is

interconnected with a general-purpose telecommunications network. The functionality
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of the simulator is showcased by subjecting the interconnected infrastructures to an
ARP spoo ng attack and worm infection. The simulation demonstrates the utility
of CISIApro in supporting decision making by electric grid operators, in particular,
helping choose between alternative fault isolation and system restoration procedures.
This architecture solution has been tested on a hybrid environment testbed, made
of virtual and real components, within the scope of the EU FP7 CockpitCl. The case
study corresponds to a medium voltage power grid controlled by a SCADA control
center, where the platform has been validated with optimal results in terms of detection

capabilities and time response.

4.1 Introduction

Critical Infrastructures (CIs) are vital for our lives: airports, rail transport, network
communications, electricity grid, oil re neries and water systems are some examples of
those key-assets. Industry and infrastructure owners uses the so-called N-1 standard,
referring to the ability to operate without the loss of service even after the failure of
one key component. The industry achieved the capability to operate also with the loss
of two key component N 2). In Critical Infrastructures, also the N 2 standard,

is not enough: a major service outage, a possible coordinated cyber threat or faults
started in other interconnected infrastructures must be considered and evaluated in
order to restore the service as soon as possible.

During the last fteen years, researchers are faced with the problem of interdepen-
dencies, how to model it and how to early detect the cascading e ects of failures in a
single infrastructure. The most famous example of vulnerable infrastructure was in
2003 the North-America electrical grid blackout. This blackout was due to a software
bug in the control room causing e ects on water supply, transportation, communication

systems and industries32]. Other possible case studies are natural disaster such as
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hurricane Katrine: the storm interrupted oil production, importation and re ning,
involved ocean shipping and exports and impacted severely the local electric utilid.

Critical infrastructures adhere to the N 1 standard and they are protected
from failures that initiate in their own sectors. In the event of a failure in the power
grid, operators can recon gure the grid to isolate the fault and restore power to
customers (some users might still not have power, but the blackout is not complete).
The recon guration procedure can be automated or executed manually and it depends
on the speci c topology (the sequence of opening and closing circuit breakers is related
to the topology) as well as on other infrastructures, especially the telecommunications
network, which is used to send commands to circuit breakers. This procedure is called
fault isolation and system restoration (FISR) or power load shedding.

If a cyber event or a failure occurs in the telecommunications network, the procedure
for restoring power may fail without any alerts being sent to power grid operators. In
this situation, a routine failure can evolve to become a large-scale blackout that lasts
for an extended period of time. One of the most famous cyber attacks on a SCADA
network was perpetrated by Stuxnet34]. This chapter focuses on the modeling and
assessment of the impacts of cyber events on interconnected critical infrastructures.

The wide spread of telecommunication networks leads to unknown and dangerous
situations that can have uncontrolled e ect on physical equipment of Critical Infrastruc-
tures. The problem of how to detect cyber anomalies is outside the scope of this paper.
We can assume that an IDS (Intrusion Detection System) or a malware protection
send the data ow related to anomalies.

The vast reach of telecommunications networks leads to poorly understood situations
that can have uncontrolled e ects on physical equipment in critical infrastructure
assets. However, the problem of detecting cyber anomalies is outside the scope of this

research because the approach presented here is independent of anomaly detection
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techniques. Indeed, the assumption here is that intrusion detection systems and
malware protection software are in place to collect data about potential anomalies.
This chapter demonstrates the application of CISIApro to evaluate the e ects of cyber
attacks on physical equipment and infrastructure services. A complex environment
involving three interconnected infrastructures is considered: a medium voltage power
grid managed by a control center over a SCADA network that is interconnected with
a general-purpose telecommunications network. The functionality of the simulator
is illustrated by subjecting the interconnected infrastructures to an ARP spoo ng
attack to compromise a secure communications channel, which is then used to launch
a worm infection. The simulation demonstrates the utility of CISIApro in supporting
decision making by electric operators, speci cally helping choose between alternative

fault isolation and system restoration procedures.

4.2 Cyber Attack Impact Assessment

Motivated by Stuxnet, researchers have focused on understanding how cyber attacks can
a ect physical critical infrastructure assets by leveraging SCADA telecommunications
networks. This problem is complex because it requires deep knowledge from di erent
domains telecommunications and the speci ¢ physical infrastructure. Smart grids
and power grids, in general, are perfect environments for evaluating the e ects of cyber
threats. Power grids have detailed analytic models at almost every level of abstraction
and they also have well-documented control algorithms.

Lemay et al. 35 have used an industrial control system sandbox for the cyber
portion of a cyber-physical system and optimal power ow algorithms for an electrical
simulator to replicate the physical portion of an electrical power grid. The ability to
model the physical damage caused by cyber attacks enables defenders to accurately

evaluate the risk using metrics such as the delivered power and generation costs.
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Sgouras et al. 36 have analyzed the impact of denial-of-service and distributed
denial-of-service attacks on a smart meter infrastructure. They demonstrated that an
attack on a single meter causes a temporary isolation or malfunction, but does not
impact the power grid. However, the partial nonavailability of the demand-response
mechanisms in a large number of smart meters due to a distributed denial-of-service
attack could impact load shedding when the grid reaches an unsafe zone close to its
maximum capacity. For these reasons, an attacker would prefer to conduct a distributed
denial-of-service attack during a peak-use period in order to achieve greater impact.

Dondossola et al.37] have assessed the impact of malware using a cyberphysical risk
index that incorporates a probabilistic interpretation of vulnerability existence, threat
occurrence and intrusion success. The basic idea underlying the cyber assessment
methodology is to adopt a frequency interpretation of probability; speci cally, the
probabilities comprising the risk index are translated to their corresponding frequencies.

Another approach is to fuse information from the cyber and physical domains.
To accomplish this, Santini et al. Bg have developed a data fusion framework using
evidence theory. The data fusion framework was used to identify the cause of a cyber-
physical attack (i.e., a denial-of-service attack that caused a breaker in a smart grid to
malfunction).

Critical infrastructure operators are especially interested in the quality of the the
services provided to their customers. Therefore, it is vital to understand the e ects of
cyber attacks on physical systems and their services. The CISIApro simulator used
in this research is speci cally designed to help determine the consequences of cyber

attacks on physical equipment and the services they provide.
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4.3 Proposed Architecture

As illustrated in Figure 4.1 the physical system data is gathered from the SCADA
control center and the cyber threat data is obtained from cyber detection systems such
as Intrusion Detection System (IDS) and anti-virus software. All the information is

translated (normalized) and saved into the CISIApro database as well as the propagation
results are placed in a secondary CISIApro output database structure after each
CISIApro simulation engine run (called also CISIArun). The CISIApro execution

results and decision support information are displayed to operators via human-machine

interfaces (HMIs).

Figure 4.1 Proposed architecture.
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4.4 Case Study

The case study considers three interconnected infrastructures: a medium voltage
power grid controlled by a SCADA network and connected to a general-purpose
telecommunications network. Interested readers are referred t89 for details about

the interconnected infrastructures.

Figure 4.2 Medium Voltage Power Grid.

Figure 4.2 shows a portion of the medium voltage power grid. It consists of two
lines fed by two substations that transform current from the high voltage grid. During
normal conditions, the two lines are usually disconnected by two circuit breakers that
are normally open (Breakers no.7 and no.8 in Figure 4.2). Also, Breakers no.3 and
no.5 are open in order to maintain a radial topology.

All the circuit breakers, except for the two located at the substations (not numbered
in Figure 4.2), are controlled from the SCADA control center via a telecommunications
network. This proprietary network, which belongs to the power grid owner, uses a

protocol compatible with TCP/IP. A remote terminal unit (RTU) is directly connected
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to each circuit breaker, except for the two breakers located at the substations. The
SCADA control center in Figure 4.3 sends commands to the remote terminal units to

open or close the associated circuit breakers.

Figure 4.3 SCADA Control Center.

Figure 4.4 shows the general-purpose telecommunications network (i.e., Internet)
that is connected to the SCADA system. The network essentially has a ring topology.
In the event of a link failure, network packets are transmitted back to the sending node
in order to change the routing protocol.

In the case of a permanent failure in the power grid, the operator executes a fault
isolation and system restoration procedure to open or close circuit breakers. This
procedure determines where the fault occurred and how to restore power to customers
after the damage is repaired. If a cyber fault occurs in the telecommunications network,
then the fault isolation and system restoration procedure fails with unpredictable
consequences.

The attack scenario considered in this work involves a cyber attacker who attempts

to modify the behaviour of the power grid using a computer worm to infect the remote
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Figure 4.4 Telecommunications Network.

terminal units, as in the case of Stuxnet [9]. The attack begins with an ARP spoo ng
attack that exploits ARP vulnerabilities. The goal is to map the attacker's MAC
address to the IP address of a trusted node in the network so that tra ¢ directed at
the trusted node is sent to the attacker. The attacker is assumed to be connected to
the telecommunications network and uses the connectivity to send the worm to the

remote terminal units and their associated circuit breakers.

4.5 Results

In order to properly demonstrate the ability of CISIApro, we depicted the results of
the experiment (Figure 4.5), which lasted 40 seconds in a real scenario validation and
which is divided in two parts.

The rst part, lasting from seconds 1 to 10, involves the attacker performing a
man-in-the-middle attack on the SCADA network, (Figure 4.3) as described on previous
sections. The second part, lasting from seconds 11 to 40, involves an infection being

spread from the attacker in the aftermath of the MITM attack.
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Figure 4.5 Experimented cyber attack scenario.

The man-in-the-middle attack has a static aspect no changes occur during the rst
10 seconds of the simulation for the involved entities. During the malware spreading, the
ability to properly telecontrol power switches is downgraded and can not be guaranteed.

For the MITM attack, the spreading rule is related to the distance of the infected
node: the greater is the number of hops needed for reach the node, the lower are the
e ects of the cyber attack and the risk of node malfunction. Simulation results show
that Telecommunications Node no.6 (Figure 4.4) operational level was 0.4 during the
man-in-the-middle attack. The operational level of the downstream SCADA node
(Node no.6 in Figure 4.3) was 0.85. The operational levels of the remote terminal units
connected to SCADA Node no.6 (in particular, RTUs no.3, no.4, no.6 and no.9 on
Figure 4.6) were also 0.92.

For the malware spreading, the propagation is still related to the distance, but each
node has an increasing exponential trend for the e ect of the malware. The exponential

function and its parameters have been obtained starting from literature reviews, expert
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Figure 4.6 Operational level of a subset of PLCs (numbers 3, 4, 6, 9)

interviews, historical data (if existing) and from some simulations, and then extracting
the best tting pattern from all available information.
When the malware is detected at 11 seconds, the SCADA telecommunication node

is highly a ected and the information has a high trustworthiness, see Figure 4.7.

Figure 4.7 Operational level of SCADA node number 6

The trends of the entities are related to the distance and therefore the node needs
more time to become completely unavailable. The set of PLCs (number 3, 4, 6, and 9
in Figure 4.3) linked to the SCADA node no. 6 has a similar trend of the up-stream

node with a delay of one time step, see Figure 4.6.
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